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Occupational Fraud 2022
A REPORT TO THE NATIONS




KEY FINDINGS

OUR STUDY COVERED:

200 © e

! !

Causing total losses of more than

53.6 BILLION

CFEs estimate that
organizations LOSE

)

% of revenue
to FRAUD

each year

P
— N
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MEDIAN LOSS ||
PER CASE:

$117000

AVERAGE LOSS
PER CASE:

§1783,000
goececos




EXPLORE

WHAT'S INSIDE

A typical fraud case lasts

12 MONTHS

Learn how fraud is committed and the most effective ways

to detect it. Identify fraud losses at global, industry and B E FO R E D ET E CTI 0 N

organizational levels. Discover how organizations respond and causes a M EDIAN LOSS Of

when occupational fraud has been identified. 1 1 7 U U 0
S ’




FIVE

highest

MEDIAN

LOSSES
by industry

5435,000 400,000

Real estate @ Wholesale trade
$250,000
Transportation ﬁ
and
warehousing

5203,000 $200,000

Construction Utilities

BENCHMARK YOUR
ORGANIZATION

Compare your organization’
fraud risks by industry, regio
and size. Benchmark your
anti-fraud efforts against
similar organizations and
against the most effective
methods for reducing fraud

losses.




TR Nearly HALF of all reported frauds in
ORGANIZATION AT RISK the study occurred in these four departments:
See which employees or

departments present the 0 D/ﬂ
greatest fraud risk for your 1 5 /U A 1 2
organization. Learn where Operatlons HERLlude

the largest frauds are likely

to occur. Identify behavioral

clues that can be indicators 1 10/0 1 1 %
of fraudulent conduct. Executive/u pper Sales

management
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Schemes

brrwoi
Kickbacks
Bid Rigging
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Financial Statement Fraud
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Met Worths
Net iIncome
ents

=1

Theft of Cash
Receipts

Fraudulent
Disbursements

on Hand

Inventory and All
Other Assets

Larcemmy

Silling

Cash Larcerny Sche .

Sales
Unrecorded

Source: ACFE Report to the Nations




4 7 of frauds were
Se) detected by tips,
which is nearly 3X as many cases as

the next most common method

oy

More than HALF
of all tips came
from employees

gm”r’c
336
27@"'[ ® Email
@ Web-based/
online form
@ Telephone

E E % hotline

Email and web-based
reporting BOTH surpassed
telephone hotlines

ASSET MISAPPROPRIATION SCHEMES

are the most common but least costly

o 100,000
of cases median loss

FINANCIAL STATEMENT FRAUD SCHEMES

are the least common but most costly

$593,000

median loss

CORRUPTION

was the most common scheme
in every global region




ORGANIZATIONS WITH HOTLINES —00-0-0— ATYPICAL FRAUD CASE
detect fraud more quickly and have lower losses ——— —————————® causes a loss of
than organizations without hotlines |:| SB 300 P
¥ mon
X[ " 12
I months
SZI]IJ,EII]I] asmbefore detection
0 of fraud cases %
$100.000 12 18 8 /[] involved the use &=
MONTHS MONTHS of CRYPTOCURRENCY &
- . : BASCRsI i Amaong these cases, cryptocurrency was most commonly used for:
Duration R i
With fraud hotlines Without fraud hotlines 4 801@ g'r?é‘é"rﬁ and 4 3 Dfn g?;avp?élrlgpgriated
kickback payments assets

KEY FINDINGS Occupational Fraud 2022: A Report to the Nations

KEY FINDINGS
DRGANIZATIC

TOP 5 MEDIAN LOSSES BY INDUSTRY
OO
OO O

I 535,000 ﬁ || | j
Transportation and warehousing
I ;00000

Construction
$250,000 ORGANIZATIONS WITH THE
$203,000 FEWEST EMPLOYEES HAD THE
HIGHEST MEDIAN LOSS

B 200000 ($150,000)
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Owners/executives committed
only 23% of occupational frauds,
but they caused the largest losses

Owner/executive
.— §337,000

Manager

@ 5125000

Employee

&———— 550000

Nearly half of all occupational frauds
came from these four departments:

o

Operations 15
Accounting 19"

Executive/upper 1 11-"3
management

Sales 11*

The presence of anti-fraud controls
is associated with

LOWER &  QUICKER
ifraud losses AND

\ fraud detection

Nearly HALF of cases occurred due to:

~ Lackof Override of
internal controls OR existing controls

20"

Up of K
8 fraudsters
displayed ~
BEHAVIORAL RED =

prCAN

FLAGS of fraud

[

%

OnIyB

of perpetrators had a
prior fraud conviction

D/I] of victim organizations
1 MODIFIED their anti-fraud
controls following the fraud.

Increased management Increased use of proactive
review procedures data monitoring/analysis




Recognizing the behavioral clues displayed by fraudsters can help
organizations more effectively detect fraud and minimize their losses.

8 KEY WARNING SIGNS

OF ALL FRAUDSTERS .
[]/[| displayed at least one These are the 8 most common behavioral clues
8 5 BEHAVIORAL —®  of occupational fraud. At least one of these

R E D FL AG red flags was observed in 76% of all cases.

OJOJOJONOXC

J9A 20" DA 137 12 175 1" 0"

Living beyond Financial Unust,uall:,.r close  Control issues, Irritability, Bullying or Divorce/family ~ "Wheeler-dealer”
means difficulties associationwith  unwillingness suspiciousness, intimidation problems attitude
vendor/customer  toshare duties  or defensiveness




LIVING BEYOND MEANS < = | —

[0 4 1 )% |

-@ ] |

50"

40*

30"

20"

10*
U%

Fraudsters living beyond their means has been the
most common red flag in every study since 2008.

—— Living beyond means

Financial difficulties

Unusually close association
—4&@ with vendor/customer

Control issues, unwillingness
to share duties

B Irritability, suspiciousness,

or defensiveness
Bullying or intimidation®
Divorce/family problems

“Wheeler-dealer” attitude
'08 10 12 "4 "16 18 20 22

*"Bullying or intimidation® was included as an option in our survey beginning in 2014 and was asked in a separate question prior to 2022.

BEHAVIORAL RED FLAGS OF FRAUD Occupational Fraud 2022: A Report to the Mations
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A DECADE OF OCCUPATIONAL FRAUD: TRENDS FROM 2012-2022

18 MONTHS 5140, 000 12 MONTHS $117, 000

Frauds are being
caught FASTER
and causing
SMALLER losses.

w0000 - - | - - . . . 20

140,000 -

- 18
120,000 - - 16 Median losses down
0
100,000 - _ 14 *1 6 Vo
20,000 - - - - - - - - - 5 5 5 = = = = - - . . R - - . . . - _ . - R I ) Median duration down
3 00
2012 2014 2016 2018 2020 2022 33
@ —— Median duration @ ———— Median loss
Fewer organizations i i
are pursuing 65 2 3%
CRIMINAL 2012 G A
PROSECUTION, 58% 2Qu
but more are taking 2022 I —
CIVIL ACTION
against the perpetrator. _ _ _ . _
T Criminal action T Ciwvil action

Median loss

—
$200. DDUH_ B5%o f T 3%
MEM are perpetrating an '\H\. = 2012 2022
: : : $125.,000

INCREASIMNG percentage of e

FRAUDS, but the gap in $91,000 W $100,000

LOSSES has NARROWED. : : - o
2012 2022 35% Jy 27%
2012 2022

FEMALE

MALE

- Male »— Female
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Fraud Triangle
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Fraud Pentagon
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Arrogance
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Forensic Accounting: > Potential and Preparation
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THE (HONEST) TRUTH
ABOUT DISHONESTY

How We Lie to Everyone—Especially Ourselves



Simple Model Of Rational Crime by Dan Ariely

The 3 elements of SMORC are:

 the BENEFIT from the crime
* the chance of getting caught

* the punishment if you do get caught.
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INTERNAL
AUDIT



» Monitor
effectiveness
of anti-fraud
controls.

» Track

mitigation plans. ‘ activities

» Review
progress of
mitigation
activities
through update
assessments.

» Set tone at top.

» Document standards of ethical behavior.
» Assign responsibility for fraud control.

.

Creating a Control
Environment

Monitoring

Information and
Communication

b

Fraud

Mitigation
Program

Preforming
Fraud Risk
Assessments

Implementing
and Designing
Anti-fraud Control
Activities

» Communicate anti-fraud programs and

controls effectively.

» Communicate fraud mitigation responsibilities

to all employees.

» Communicate effectively with third parties.

4

A

» Identify (AR,
fraud risk

factors, fraud

risks, and

fraud schemes

to determine

basis of risk
management.

» Map
identified
fraud risk to
existing control
activities.

» Design and
implement
new control
activities as
necessary

to further
manage
fraud risk.

7/
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We find this attitude of focusing on the limits of the auditor’s responsibilitie
s at the outset as opposed to the affirmative requirements with respect to the
responsibility to plan and perform the audit to obtain reasonable assurance a

bout whether the financial statements are free from material misstatement,
whether caused by error or fraud, deeply concerning, as it could impact an
auditor’s mindset or their degree of professional skepticism , and may th
ereby reduce the likelihood of fraud detection and potentially result in
dereliction of professional responsibilities to the public trust.

[ Office of the Chief Accountant (“OCA”) U.S. Securities and Exchange Co
mmission]

AUDITOR

Thiai lnslilu & of Direclors
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Develop the necessary competencies and expertise
Look out for senior management fraud

Collaborate with internal auditors

Communicate with external auditors

Sustainability assurance (ensure that the sustainability reporting is robu
st, accurate and mitigates greenwashing risks)

Monitor how auditors discharge their responsibilities

[Accountancy Europe]

AUDIT

COMMITTEE

29 r f
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BENEFITS OF
MACHINE LEARNING IN FRAUD DETECTION

Faster & Efficient
Detection

Easily Increased
Scalable Accuracy

Machine
Learning in
Fraud
Detection

Better
Classification Y Better
Prediction

Cost-effective

©

Copyright © 2020 Maruti Techlabs Inc.

‘ maruti
techlabs




Layout Layers Leverage of A

RESPONSIBILITIES
A | BOARD
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brrwoi
Kickbacks
Bid Rigging

Conflicts of
Interest

Schemes

Inventory and All
Other Assets

=1

Theft of Cash
Receipts

Fraudulent
Disbursements

Larcemmy

Silling

Cash Larcerny Sche :

Source: ACFE Report to the Nations
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Perception

e securities and tax

Fraud investigations fraUd
bring perception close

S * business valuation

Perception » computer forensics and
Data visualization uses e—d15COVQI’y
perception t_o observe N
reality * economic damages
)
Perception I_Dankruptcy &
insolvency
Due diligence compares ° due d]l]gence

the reality of a subject
company to its perception

Perception

. . . . 35
Forensic Accounting: > Potential and Preparation



Perception

Perception

Perception

Perception

Valuation and damages
calculation use reality
to establish perception

Fraud investigations
bring perception close

to reality

Data visualization uses
perception to observe
reality

Due diligence compares
the reality of a subject
company to its perception

a business valuation on
the premise of fair market
value attempts to draw a
hypothetical reality based

on the existing facts.

fraudsters’ perception
that they
o:lignduna:lulama:lisia
Aouu 1s1Gdv bring the
reality closer to those
who perceive it

Forensic Accounting: > Potential and Preparation
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* Fraud prevention

e Early fraud detection

* Fraud investigation

* Follow-up legal action or
resolution

37
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Cybercrime Expected To

Skyrocket in the Coming Years

Estimated cost of cybercrime worldwide $ 23,820,000,000,000
(in trillion U.S. dollars) 23.82

20.74

17.65

14.57

11.50

3.44
5.99
205

0.86 1.16
.

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027

As of November 2022. Data shown is using current exchange rates.

Sources: Statista Technology Market Outlook,
National Cyber Security Organizations, FBI, IMF

statista 2
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Audit Committee Practices Report

Priorities and Committee Composition

Deloitte’s Center for Board Effectiveness (Deloitte)




WHAT ARETHETOP
AREAS OF EXPERTISE
THAT COULD ENHANCE

AUDIT COMMITTEE

bt WHO IS RESPONSIBLE

FOR OVERSIGHT OF ERM? WHO IS RESPONSIBLE

FOR OVERSIGHT OF

ESG DISCLOSURE AND
| CYBERSECURITY 190, AupIT COMMITTEE n:gongr?ug?u

: 0
3 J, BOARD
"1, TECHNOLOGY 28% 349, AUDIT COMMITTEE
21% RISK COMMITTEE

: 7 /% BOARD

16u/ NOMINATING/
9 GOVERNANCE
COMMITTEE



14. In the list below, indicate which committee has primary oversight responsibility for each topic.

l’ Comp/  Nom/ Sl

Financial services Board  Audit Tlent  Gov Risk  Other :nu::

Financial reporting and
internal controls

4% 96% 0% 0% 0% 0% 0%

Fraud risk 9% 71% 0% 0% 20% 0% 0%
Enterprise risk

management 22% 27% 0% 0% 51% 0% 0%
Third-party risk 15% 36% 0% 0% 47% 2% 0%
Digital transformation 60% 4% 2% 0% 13% 18% 4%
Cybersecurity 29% 38% 0% 0% 24% 9% 0%

Data privacy and security 24% 33% 0% 0% 29% 15% 0%
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Lee Kuan Yow
(Singapore Parliament, 1987)




The strongest deterrent (against corruption) is in a publico
pinion which censures and condemns corrupt persons; in o
ther words, in attitudes which make corruption so unaccep
table that the stigma of corruption
cannot be washed away by serving a prison sentence...".

Lee Kuan Yow
(Singapore Parliament, 1987)




Singapore has to keep
fighting corruption
wherever it exists and
however difficult it
may be politically. The
system works because
everyone knows the
Singapore government
is prepared to act
against the most
powerful in the land.

We have to keep our
house clean. No one
else can do it for us.

Lee Kuan Yew
Asian Strategy And Leadership
Institute's World Ethics And
Integrity Forum 2005
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